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Description 
TECHNICAL FIELD 

[0001] This invention relates to television entertain- 5 
ment architectures and, in particular, to methods, pro- 
gram products, and systems for addressing a broadcast 
message. 

BACKGROUND 

[0002] Television broadcasting provides a ready and 
widespread means for mass communication. Digital vid- 
eo signals are received by a typical television system by 
using a set-top box, or similar device, from the television 
broadcasting on a cable system, a satellite system, and/ 
or a computer network. The ever increasing number of 
content providers for television broadcasting provide the 
televisions viewers with a corresponding number of 
channels for viewing broadcast digital video content, in- 
cluding Network television broadcast channels, pay- 
per-view channels, local access channels, etc. While 
each channel provides different content to the viewers 
that are tuned into the channel with their television re- 
ceivers, the content is not specifically addressed to spe- 
cific viewers. Rather, all viewers of each channel will re- 
ceive all of the broadcast digital video signals on that 
channel. In any one broadcast, some of the information 
will not be of interest to some of the viewers. It would be 
an advance in the art to broadcast digital video signals 
to a targeted viewer. 

SUMMARY 

[0003] Two signals are transmitted over a multiplexed 
channel for receipt by a plurality of client devices. One 
of the signals carries content data and the other signal 
carries message data associated with an identifier. The 
content data can be output by each client device, the 
identifier identifies less than all of the client devices, and 
the message data can only be output by those client de- 
vices identified by the identifier. 
[0004] Additional features and advantages of the in- 
vention will be set forth in the description which follows, 
and in part will be obvious from the description, or may 
be learned by the practice of the invention. The features 
and advantages of the invention may be realized and 
obtained by means of the instruments and combinations 
particularly pointed out in the appended claims. These 
and other features of the present invention will become 
more fully apparent from the following description and 
appended claims, or may be learned by the practice of 
the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] In order to describe the manner in which the 
above-recited and other advantages and features of the 



invention can be obtained, a more particular description 
of the invention briefly described above will be rendered 
by reference to specific embodiments thereof which are 
illustrated in the appended drawings. Understanding 
that these drawings depict only typical embodiments of 
the invention and are not therefore to be considered to 
be limiting of its scope, the invention will be described 
and explained with additional specificity and detail 
through the use of the accompanying drawings in which: 

Figure 1 is a flow diagram that illustrates a process 
for uploading client device identification information 
to one or more client data providers, initiating a user 
request for message data to be sent to a client de- 
vice using broadcast digital video signals that are 
broadcast over a broadcast network, sending the 
message data to the client device by the broadcast 
network with a token identifying the client device, 
identifying the token with associated message data 
at the client device in a broadcast, and outputting 
the message data at the client device. 

Figure 2 illustrates an exemplary environment in 
which the methods, program products, and systems 
described herein may be implemented; 

Figure 3 illustrates of an example client device, a 
television, and various input devices that interact 
with the client device; 

Figure 4 is a block diagram that illustrates compo- 
nents of the example client device(s) shown in Fig- 
ures 2 and 3. 

DETAILED DESCRIPTION 

[0006] The following discussion is directed to televi- 
sion-based entertainment systems that receive broad- 
cast digital video signals over a broadcast network, such 
as interactive TV networks, cable networks, and Web- 
enabled TV networks. Client devices in such systems 
range from full-resource clients with substantial memory 
and processing resources, such as TV-enabled person- 
al computers and TV recorders equipped with hard- 
disks, to low-resource clients with limited memory and/ 
or processing resources, such as traditional set-top box- 
es. While aspects of the described systems and meth- 
ods can be used in any of these systems and for any 
types of client devices, they are described in the context 
of the following exemplary environment. 
[0007] Referring now to a process 10 seen in Figure 
1, each client device has an identification that can be 
stored in the client device in a storage device such as a 
memory chip, a smart card, or a non-volatile memory 
device. This identification can be unique to the particular 
client device. A user of the client device executes a pro- 
gram stored in the client device, as seen in block 12, 
which causes the identification (ID) to be displayed upon 
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a display device, such as a television. The user can then 
use a network resource, such as a personal computer 
or other network enabled device, to connect to an inter- 
connected network, such as the Internet. Once connect- 
ed, the user communicates with a client data provider 
that is also in communication with the interconnected 
network. In the communication, the user provides data 
that associates a particular user with the identification 
of the client device, as seen in block 14. The client data 
provider stores this client device data for future use. 
[0008] The user, or another user, can use a network 
resource to submit a request to a hosting service that is 
also in communication with the interconnected network. 
The hosting service is a network resource that hosting 
a site on the network at which the requested service is 
provided, such as is typical of Web hosting services on 
the Internet. The request from the user contains infor- 
mation, as seen in block 1 6, that identifies a user, certain 
message data to be sent by the hosting service, and a 
designation that the client device that is associated with 
the certain user is to receive the message data. 
[0009] As seen in block 1 8, upon receipt of the request 
and related information from the requesting user, the 
hosting service communicates with the client data pro- 
vider to obtain the previously stored client device data. 
The client data provider communicates a token that 
identifies the client device to the hosting service. As 
seen in block 20, the token is to be associated with the 
message data and the message data can be encrypted 
by the client data provider, or another service, according 
to a technique that will be unencrypted by the client de- 
vice identified by the token. The token may also include 
information as to where the client device is logically lo- 
cated, what type and kind of hardware and software is 
operational in the client device, and the specific identify 
of the client device (e.g. its unique serial number). 
[001 0] As seen in block 22, a content distribution sys- 
tem is in communication with one or more content pro- 
viders, also known as headends, which provide content 
to the content distribution system. The one or more 
headends may be acting in the role of an operator, such 
as a telecommunications service provider, and may 
have a hierarchical structure ranking from a general 
headend to a specific headend. As seen in block 24, sig- 
nals are aggregated and processed at the content dis- 
tribution system as the encrypted message data and the 
associated token are multiplexed with content data from 
the one or more content providers into digital video data. 
Stated otherwise, the multiplexing of a plurality of sig- 
nals onto on multiplexed channel takes places in a data 
insertion process in a headend. The data insertion proc- 
ess inserts broadcast media content in one signal and 
message data associated with a unique client device ID 
in another signal. 

[0011] The digital video data is transmitted, as seen 
in block 26, as an addressed package in a broadcast 
signal on the multiplexed channel over a broadcast net- 
work as a means of one-way communications with tel- 



evision viewers. The multiplexed channel can be carried 
by any of several modes of one-way communications to 
the client device, including satellite, cable, an intranet, 
or the Internet. The mode of communication can be, for 
5 instance, a cable television broadcasting system that 
uses a special network having servers that are enabled 
to communicate with the client data providers through 
the Internet or another network system. 
[001 2] In that many client devices will receive the plu- 
io rality of signals on any one multiplexed channel from the 
broadcast network using their respective tuners, each 
tuner that receives the broadcast also receives the to- 
ken and the associated message data in the broadcast 
signal. The token, however, may uniquely identify only 
15 one of the receiving client devices. Each client device 
executes an application on a processor therein so that 
it will retrieve and display only those message data that 
have an associated token that identifies the client de- 
vice, as seen at block 28. As seen at block 30, broad- 
casts are monitored by each client device until it detects 
the presence of its token in any one of the plurality of 
signals on any one multiplexed channel. 
[0013] At block 32, a token has been detected in the 
broadcast by a corresponding client device and the as- 
sociated message data can be unencrypted by using an 
application program executing on the processor of the 
client device that is identified by the token. The encryp- 
tion can be such that only the client device identified in 
the token will be able to unencrypt the associated mes- 
sage data. Following unencryption of the message data, 
one or more diagnostics can be output by the client de- 
vice to provide notice that one or more messages have 
been received, as seen at block 34. At block 36, the user 
of the client device can use an input device to interact 
with a user interface that can be displayed upon an out- 
put device. The interaction allows the user to select a 
mode of output of the received one or more messages. 
These modes can include outputting the received one 
or more messages for storage on a hard drive or other 
electronic storage means 38, for printing on a hardcopy 
print out 40, for displaying on an electronic display 
means 42 such as a television, or for printing on a ticket- 
tape printout 44. The interaction allows the user to de- 
lete any received message waiting in a storage queue 
within the client device. 

[0014] The foregoing process can be used to target 
message data to specific viewers of a television broad- 
cast. As such, addressed broadcast message data can 
be targeted to one or more client devices using respec- 
tively associated tokens with the message data that are 
broadcast with content data (e.g. television program- 
ming) in signals on a multiplexed channel. By way of 
example of one implementation, a user can obtain the 
identification of a local client set-top box by executing a 
software program on a processor in the local client set- 
top box. The program causes the identification to be dis- 
played upon a TV connected of the local client set-top 
box. This identification can include a designator for a 
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geographic location of the local client set-top box, the 
type of local client set-top box that reveals its hardware 
and/or software capabilities, and a unique identifier for 
the local client set-top box. For example, the designator 
for the geographic location of the local client set-top box 5 
may be a particular ZIP code for the United States of 
America. The designator for the capabilities of the local 
client set-top box may indicate relatively low or high 
memory for data storage capabilities. 
[0015] Having seen the local client set-top box infor- 
mation, the user then uses a personal computer or other 
network device to log on to a network, such as the In- 
ternet, and to communicate with a client data provider. 
The client data provider can be a network service, such 
as a Web hosting service, that stores data about the us- 
er. The user's client data can then be accessed by other 
Web hosting services on the Internet where the user has 
permitted such access, which may be of a limited nature. 
An example of a client data provider is the Microsoft Net- 
work (MSN) of the Microsoft Corporation of Redmond, 
Washington. MSN provides a .NET™ PASSPORT® 
service that, among other services, stores client data 
that can be retrieved by other Web services on the In- 
ternet that are compatible with the .NET™ PASS- 
PORT® service. In this example, the user provides the 
local client set-top box identification to the .NET™ 
PASSPORT® service of MSN. The user can then use 
the other Web services to retrieve his or another's local 
client set-top box previously stored identify from the . 
NET™ PASSPORT® service of MSN and then send in- 
formation to his or another's local client set-top box for 
display on a television. 

[001 6] By way of example, a user can pay for a trip at 
a travel planning and booking Web site, such as the EX- 
PEDIA.com® service provided by of the Microsoft Cor- 
poration of Redmond, Washington. After purchasing an 
airline ticket, the user can request that a travel itinerary 
be sent to the user's local client set-top box, as well as 
that of his friend's, for viewing on their respective tele- 
visions. To do so, the user specifies to the Expedia® 
service his and his friend's logical address, such as an 
email address or other identifier, as well has his prefer- 
ence for delivery to a local client set-top box associated 
with the respective logical addresses. 
[0017] The EXPEDIA.com® service is Web enables 
to communicate and be interoperable with the .NET™ 
PASSPORT® service to obtain the identification of the 
respective local client set-top boxes, if any, as well as 
any other information. The .NET™ PASSPORT® serv- 
ice may detect from the previously stored local client set- 
top box identification that the capabilities of the request- 
ed local client set-top box are insufficient for sending of 
the travel itinerary, such as where the data of the travel 
itinerary is too lengthy to be stored by the requested lo- 
cal client set-top box. For example, a local client set-top 
box may require a hard drive to store extended message 
data which would otherwise be insufficient to store using 
only a volatile memory device of smaller storage capac- 



ity. Other local client set-top box limitation include limited 
color receipt capabilities, text only receipt, and specific 
requirements of routing any and all addressed broad- 
cast communications to the local client set-top box. 
The .NET™ PASSPORT® service may also detect that 
his friend does not have a previously stored local client 
set-top box. In these cases, a diagnostic may be sent 
back to the user via the EXPEDIA® service. 
[0018] The EXPEDIA.com® service, the.NET™ 
PASSPORT® service, or a related service, constructs a 
token identifying each local client set-top box obtained 
from the .NET™ PASSPORT® service. The travel itin- 
erary is encrypted and transmitted with the associated 
token by these or another service to a content distribu- 
tion system that also receives content from a content 
provider. By way of example, the MSNBC Corporation 
(MSNBC) is a content provider that provides content da- 
ta (e.g. television programming) for broadcasting in dig- 
ital video signals over a multiplexed channel that is car- 
ried by various satellite and cable television systems. 
The signal carrying the content data is received by the 
content distribution system, multiplexed with a signal 
carrying the encrypted travel itinerary and associated to- 
ken, and then broadcast on the multiplexed channel for 
the MSNBC Network television to the respective satel- 
lite and cable television systems. The content distribu- 
tion system can be incorporated into a function of the 
broadcast function so that the targeted messages can 
be sent over the multiplexed channel. 
[0019] The two designated local client set-top boxes 
both have tuners that receive the MSNBC Network 
broadcast. Each local client set-top box executes a pro- 
gram that monitors the received multiplexed digital vid- 
eo signals to detect therein the present of the token that 
identifies their respective local client set-top box. When 
the respective token is identified by the respective local 
client set-top box, the respective local client set-top box 
executes a program to issue a diagnostic. The diagnos- 
tic can be visual or audible to the user, such an illumi- 
nated LED on the local client set-top box that indicates 
that a message is waiting to be displayed. In response, 
the user can use an input device to input instructions to 
a user interface, such as a menu that is displayed on 
the television by the local client set-top box. The user 
specifies by input to the user interface that the message 
data is to be displayed on the television. In response, 
the local client set-top box displays the travel itinerary 
on the television. The user can use the input device to 
input a request to the user interface that the travel itin- 
erary can stored in a storage device of the user's local 
client set-top box or deleted from a queue of messages 
sent to the user's local client set-top box. 
[0020] The foregoing application can be applied to 
other broadcast addressed messaging. For instance, a 
first user uploads a photo album of digital photographs 
to a Web site. The first user provides a second user's 
identify and issues a request to the Web site to broad- 
cast the photo album to the local client set-top box of 
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the second user. The Web site, which has a server that 
is enabled to communicate with a client data provider, 
queries the same to obtain information about the exist- 
ence and characteristics of the local client set-top box 
of the second user. If the local client set-top box does 
not exist or lacks the capacity or other characteristics to 
receive an addressed broadcast message containing 
the photo album, the first user can be notified by way of 
an interactive diagnostic during the session with the 
Web site. Otherwise, the first user can be informed that 
the addressed broadcast of the photo album will pro- 
ceed so that the second user will be able to receive the 
broadcast at the second user's local client set-top box. 
[0021] The client data provider can encrypt the photo 
album and attached a token thereto that corresponds to 
the specific identify of the second user's local client set- 
top box, such as its serial number. Content data (e.g. 
television programming) from a content provider is car- 
ried in a signal that is multiplexed with a signal that car- 
ries the encrypted photo album. The multiplexed signals 
are broadcast on a multiplexed channel of a broadcast 
network. A tuner in the second user's local client set-top 
box can receive the multiplexed channel and monitors 
signals on the multiplexed channel, both when it is and 
when is not being used by the user. The second user's 
local client set-top box detects the addressed broadcast 
in one of the signals by finding a match of its unique 
token in the signal. An application program running on 
one or more processors in the client set-top box unen- 
crypts the photo album and issues a diagnostic to the 
second user that an addresses broadcast message has 
been detected. 

[0022] The foregoing process can also be applied to 
a financial services entity that has a Web hosting service 
to provide stock market quotations. Here, quotes are 
provided in addressed messages that are broadcast, on 
demand or upon a user-designated event (e.g. a prede- 
termined change in stock price), to the local client set- 
top box of a user. The financial quotations Web hosting 
service obtains a unique token for the user's local client 
set-top box, as well as any encrypting algorithm for the 
quotation messaging, from a client data provider for 
which a server for the Web hosting service is enabled. 
The tuner of the user's local client set-top box monitors 
a one-way broadcast multiplexed channel to detect its 
token and issues a diagnostic upon detection of the 
same. 

[0023] A particular application for the broadcast ad- 
dressed messaging described herein is that of the issu- 
ing of alerts to a local client set-top box of a user. To 
configure the terms, events, and/or conditions upon 
which an alert will be sent to the user's local client set- 
top box, the user interacts with a user interface of a client 
data provider. This interaction can be quite diverse and 
particularly directed to applications suitable for viewing 
messages on a television. For example, a user can use 
a Web hosting service to maintain a personal calendar, 
where the Web hosting service has a network resource, 



such as a server, that is enabled to communicate with 
a client data provider that maintains a database of local 
client set-top box information. The user can request the 
Web hosting service to broadcast an addressed alert to 

5 the user's local client set-top box based upon a sched- 
uled event noted in the user's calendar that is main- 
tained by the Web hosting service. The configuration of 
any such alert event conditioning process can be oper- 
ated by the user from any two-way network resource 

10 having access to an interconnected network with which 
the Web hosting service is also in communication, such 
as the Internet. 

[0024] While the foregoing applications have been 
described in terms of a local client set-top box, the in- 
15 ventors contemplate other addressees for receipt of 
such addressed broadcast messages, including the cli- 
ent devices described below - any of which can commu- 
nicate with a network, such as through a cable or satel- 
lite modem. Additionally, the display mechanism for a 
20 client device need not be a television but can other out- 
put devices, such as a storage device (e.g. a hard drive), 
a printer (e.g. a ticker tape machine to print out stock 
prices), an electronic billboard for displaying addressed 
broadcast messages to a large viewing area such as to 
25 vehicle traffic present on a section of freeway, an image 
projector for viewing on a projection screen, etc. 
[0025] While aspects of the described methods, pro- 
gram products, and data structures can be used in any 
of these systems and for any types of client devices, 
30 they are described in the context of the following exem- 
plary environment. 

Exemplary Environment 

35 [0026] Figure 2 illustrates an exemplary environment 
100 in which the methods, programs, and systems de- 
scribed herein may be implemented. Exemplary envi- 
ronment 1 00 is a television entertainment system that 
facilitates distribution of content and client data to mul- 

*o tiple viewers. The environment 100 includes one or 
more client data providers 1 02, one or more content pro- 
viders 103, a content distribution system 104, and mul- 
tiple client devices 106(1), 106(2), .... 106(N) coupled to 
the content distribution system 1 04 via a broadcast net- 

45 work 108. Also included in environment 100 are one or 
more network devices that communicate with client data 
provider(s) 102 through an interconnected network 1 09. 
[0027] Client data provider 1 02 includes a client data 
base 1 1 0 and a client data server 1 1 2. The Client data- 

so base 1 1 0 stores electronic files of client data 1 1 4 which 
is used to generate tokens that respectively identify the 
multiple client devices 106(1), 106(2), 106(N). The 
client data in the client database 1 1 0 can be separately 
multiplexed into a data stream to be carried in a signal, 

55 upon request for an addressed message to be broad- 
cast. For discussion purposes, an electronic file main- 
tains client data 1 1 4 that can include, for each respective 
client device (/), a client location 116 such as a logical 
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and/or geographic location of a network in communica- 
tion with the client device, a client type 118 that can in- 
dicate software and/or hardware attributes or character- 
istics of the client device, a client identification 1 20 such 
as a serial number of the client device, and other infor- 
mation such as encryption algorithm identifiers that can 
be used to encrypted addressed messages to be broad- 
cast. 

[0028] The client data server 1 1 2 processes the client 
data prior to distribution. The processing may involve 
any number of techniques to reduce, modify, or enhance 
the client data. Such processes might include selection 
of encryption algorithms, content, content compression, 
text data and style data to be used to output text data 
from the client devices 106(/), and the like. The client 
data server 112 controls distribution of the encrypted 
messages that are addressed to client devices 106(/) 
from client data provider 1 02 to the content distribution 
system 104 using, for example, a file transfer protocol 
(FTP) over a TCP/IP network (e.g., Internet, UNIX, etc.). 
Alternatively, this distribution can be transmitted directly 
from a satellite to a local client satellite dish receiver for 
communication to a client device such as a local client 
set-top box. 

[0029] Content provider 1 03 includes a content server 
122 and stored content 124, such as movies, television 
programs, commercials, music, and similar audio and/ 
or video content. Content provider 103, also known as 
a 'headend', does video insertion from a content source 
and an advertising source, and then places the content 
with insertions into a transmission link or a satellite up- 
link. Content server 122 controls distribution of the 
stored content 124 to the content distribution system 
104. Additionally, content server 102 controls distribu- 
tion of live content (e.g., content that was not previously 
stored, such as live feeds) and/or content stored at other 
locations to the content distribution system 104. 
[0030] Content distribution system 104 contains a 
broadcast transmitter 1 26 and one or more content/cli- 
ent data processors 1 28. The one or more content / cli- 
ent data processors 1 28 combine content from content 
provide r(s) 1 03 and addressed encrypted messages us- 
ing a token generated from client data from client data 
provider(s) 102. This combination of data is performed 
using by a multiplexing process prior to transmitting the 
content and client data across broadcast network 108 
on a multiplexed channel. Broadcast transmitter 126 
broadcasts signals, such as cable television signals, 
across broadcast network 1 08 on the multiplexed chan- 
nel. Broadcast network 108 can include a cable televi- 
sion network, RF, microwave, satellite, and/or data net- 
work, such as the Internet, and may also include wired 
or wireless media using any broadcast format or broad- 
cast protocol. Additionally, broadcast network 108 can 
be any type of network, using any type of network topol- 
ogy and any network communication protocol, and can 
be represented or otherwise implemented as a combi- 
nation of two or more networks. 



[0031 ] A particular content processor may encode, or 
otherwise process, the received content into a format 
that is understood by the multiple client devices 1 06(1 ), 
106(2), .... 106(N) coupled to broadcast network 108. 
5 Although Figure 2 shows a single program data provider 
1 02, a single content provider 1 03, and a single content 
distribution system 104, environment 100 can include 
any number of client data providers and content provid- 
ers coupled to any number of content distribution sys- 
tems. 

[0032] Content distribution system 1 04 is representa- 
tive of a headend service that provides client data, as 
well as content, to multiple subscribers. Each content 
distribution system 104 may receive a slightly different 
version of the client data that takes into account different 
aspects of one or more intended multiplexed channels 
upon which a signal containing the client data will be 
broadcast. The client data server 112 creates different 
versions of the client data that include those multiplexed 
channels of relevance to respective headend services. 
Content distribution system 104 transmits the ad- 
dressed message data and associated token generated 
from the client data to each of the multiple client devices 

106(1), 106(2) 106(N) that can receive the one or 

more multiplexed channels. In one implementation, for 
example, content distribution system 104 utilizes a car- 
ousel file system to repeatedly broadcast the addressed 
message data over an out-of-band (OOB) channel to the 
client devices 106. 

[0033] Each network device (/) can be used to upload 
a unique identifier for each client device (/) to client data 
provider 102 for storage in client database 100. Once a 
user knows the unique identifier for a particular client 
device, such as a serial number thereof, the user can 
connect to interconnected network 109 from network 
device (/) and transmit the unique identifier through in- 
terconnected network 1 09 to client data server 1 1 2. Cli- 
ent data server 112 can then store the unique identifier 
in client database 100. 

[0034] Client devices 1 06(/) can be implemented in a 
number of ways. For example, a client device 1 06(1 ) re- 
ceives broadcast content from a satellite-based trans- 
mitter via a satellite dish 1 30. Client device 1 06(1 ) is also 
referred to as a local client set-top box or a satellite re- 
ceiving device. Client device 106(1) is coupled to a tel- 
evision 1 32(1 ) for presenting the content received by the 
client device (e.g., audio data and video data), as well 
as a graphical user interface. A particular client device 
106 can be coupled to any number of televisions 132 
and/or similar devices that can be implemented to dis- 
play or otherwise render content. Similarly, any number 
of client devices 1 06 can be coupled to a television 1 32. 
[0035] Client device 1 06(2) is also coupled to receive 
broadcast content from broadcast network 1 08 and pro- 
vide the received content to associated television 132 
(2). Client device 1 06(N) is an example of a combination 
television 134 and integrated local client set-top box 
136. In this example, the various components and tune- 
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tionality of the local client set-top box are incorporated 
into the television, rather than using two separate devic- 
es. The local client set-top box incorporated into the tel- 
evision may receive broadcast signals via a satellite dish 
(similar to satellite dish 130) and/or via broadcast net- 
work 108. In alternate implementations, client devices 
106 may receive broadcast signals via the Internet or 
any other broadcast medium. 

[0036] Each client device 106 has a computational 
device to execute a token monitoring and message re- 
trieval application that utilizes its own unique identity. 
This application causes a tuner in each client device 1 06 
to monitor a broadcast on one or more multiplexed chan- 
nels for the presence of its identity in a token in the 
broadcast. Upon detection of same, the application re- 
trieves the message associated with the token, unen- 
crypts any encrypted portion of the message, and out- 
puts a diagnostic from the client device 106. The token 
monitoring and message retrieval application also ena- 
bles a TV viewer to navigate through an onscreen menu 
having menu items that, upon demand, displays retrieve 
messages to the viewer. With the application, the TV 
viewer can look at each retrieved message on the tele- 
vision, delete the messages, and/or save the messages 
to a local storage device for future display. 

Exemplary Client Device 

[0037] Figure 3 illustrates an exemplary implementa- 
tion 200 of a client device 106 shown as a standalone 
unit that connects to a television 1 32. Client device 1 06, 
which can be a television-based entertainment system 
such as a digital video data system, can be implemented 
in any number of embodiments, including as a local cli- 
ent set-top box, a satellite receiver, a TV recorder with 
a hard disk, a game console, an information appliance, 
and so forth. Client device 106 includes a wireless re- 
ceiving port 202, such as an infrared (IR) or Bluetooth 
wireless port, for receiving wireless communications 
from a remote control device 204, a handheld input de- 
vice 206, or any other wireless device, such as a wire- 
less keyboard. Handheld input device 206 can be a per- 
sonal digital assistant (PDA), handheld computer, wire- 
less phone, or the like. Additionally, a wired keyboard 
208 is coupled to communicate with the client device 
106. In alternate embodiments, remote control device 
204, handheld device 206, and/or keyboard 208 may 
use an RF communication link or other mode of trans- 
mission to communicate with client device 106. 
[0038] Client device 1 06 receives one or more broad- 
cast signals 210 from one or more broadcast sources, 
such as from a satellite or from a broadcast network. 
Client device 1 06 includes hardware and/or software for 
receiving and decoding broadcast signal(s) 210, such 
as an NTSC, PAL, SECAM or other TV system video 
signal. Broadcast signal(s) 21 0 can be multiplexed to be 
carried on a multiplexed channel of broadcast network 
1 08. One signal carries broadcast media that is received 



by client devices 106(1) through 106(N) for display, re- 
spectively, upon televisions 132(1) through 132(N), as 
seen in Figure 2. Another signal carries message data 
for specifically for only one client device 1 06. The mes- 
5 sage data, which may be encrypted, has therein, or is 
associated with, a token or identifier that uniquely iden- 
tified the one client device 106. 

[0039] Client device 1 06 also includes hardware and/ 
or software for providing the user with a graphical user 
10 interface (GUI) that can be displayed upon television 
132. The GU! can be used by the user for a variety of 
purposes. One such purpose is to allow the user to dis- 
play each retrieved message on the television, delete 
the messages, and/or save the messages to a local stor- 
es age device for future display. The user also can use the 
GUI, for example, to access various network services 
as is typical for interactive television applications, con- 
figure the client device 1 06, and perform other functions 
as discussed below. 

[0040] Client device 1 06 is capable of communicating 
with other devices via one or more connections includ- 
ing a DSL/ADSL or conventional telephone link 212, an 
ISDN link 214, a cable link 216, and an Ethernet link 
218. Client device 106 may use any one or more of the 
various communication links 212-218 at a particular in- 
stant to communicate with any number of other devices. 
In the case where client device 1 06 uses communication 
links 212-218 for an interactive television application, 
these links facilitate bi-directional communications be- 
tween a viewer of a television program and, for example, 
the broadcaster or developer of the television program. 
By way of example, communication links 212-218 can 
provide communications via DSL, ADSL, telephone, IS- 
DN, Cable, Ethernet, etc. 

[0041] Client device 106 generates video signal(s) 
220 and audio signal(s) 222, both of which are commu- 
nicated to television 132. The video signals and audio 
signals can be communicated from client device 106 to 
television 132 via an RF (radio frequency) link, S-video 
link, composite video link, component video link, or other 
communication link. Although not shown in Figures 2 or 
3, client device 106 may include one or more lights or 
other indicators identifying its current status. By way of 
example, when client device 106 detects the presence 
of its identifying token in a broadcast signal, one or more 
lights or other indicators can emit an identifier that ad- 
dressed messages have been received. Additionally, 
the client device may include one or more control but- 
tons, switches, or other selectable controls for control- 
ling operation of the device. 

[0042] Figure 4 illustrates selected components of cli- 
ent device 106 shown in Figures 2 and 3. Client device 
106 includes one or more tuner 300(/) representative of 
one or more in-band tuners that tune to various frequen- 
cies or multiplexed channels to receive television sig- 
nals, as well as out-of-band tuners that can tune to one 
or more broadcast multiplexed channel over which, for 
example, addressed messages with associated client 
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data tokens are broadcast to client devices 106(/). An 
identity (ID) card and a reader therefore 302 can be in- 
cluded in client device 106. The ID card can be a 'smart 
card' and bears the type, model, serial number, etc. that 
identifies client device 1 06. When the ID card is a smart 5 
card, it can be inserter in the reader for use by other 
components of client device 1 06. Alternatively, the iden- 
tification information for client device (/) can be stored 
in other components of client device 106, such volatile 
or nonvolatile memory components. 
[0043] Client device 106 also includes one or more 
processors 304 and one or more memory components. 
Examples of possible memory components include a 
random access memory (RAM) 306, a disk drive 308, a 
mass storage component 310, and a non-volatile mem- 
ory 312 (e.g., ROM, Flash, EPROM, EEPROM, etc.). 
Alternative implementations of client device 106 can in- 
clude a range of processing and memory capabilities, 
and may include more or fewer types of memory com- 
ponents than those illustrated in Figure 4. For example, 
full-resource clients can be implemented with substan- 
tial memory and processing resources, including the 
disk drive 308 to store content for replay by the viewer. 
Low-resource clients, however, may have limited 
processing and memory capabilities, such as a limited 
amount of RAM 306, no disk drive 308, and limited 
processing capabilities. 

[0044] Processor(s) 304 process various instructions 
to control the operation of client device 1 06 and to com- 
municate with other electronic and computing devices. 
The memory components (e.g., RAM 306, disk drive 
308, storage media 310, and non-volatile memory 312) 
store various information and/or data such as content, 
electronic programming guide data, configuration infor- 
mation for client device 1 06, and/or graphical user inter- 
face information. 

[0045] An operating system 31 4 and one or more ap- 
plication programs 316 may be stored in non-volatile 
memory 31 2 and executed on processor 304 to provide 
a runtime environment. A runtime environment facili- 
tates extensibility of client device 106 by allowing vari- 
ous interfaces to be defined that, in turn, allow applica- 
tion programs 316 to interact with client device 106. In 
the illustrated example, a client ID application 318 is 
stored in memory 312. Application 318, which can be a 
token monitoring and message retrieval application, 
when executed causes tuners 300(/) to monitor a broad- 
cast on one or more multiplexed channels for the pres- 
ence of its identity in a token in the broadcast. Upon de- 
tection of same, application 318 retrieves the message 
associated with the token, unencrypts any encrypted 
portion thereof, and outputs a diagnostic from client de- 
vice 106. Application 318 also enables a TV viewer to 
navigate through an onscreen menu having menu items 
that, upon demand, displays retrieve messages to the 
viewer. With the application 31 8, the TV viewer can look 
at each retrieved message on the television, delete the 
messages, and/or save the messages to a local storage 



device for future display. 

[0046] Other application programs 31 6 that may be 
implemented at client device 106 include a browser to 
browse the Web, an email program to facilitate electron- 
ic mail, and so on as is typical of local client set-top box- 
es having Internet access (e.g. Web TV® services pro- 
vided by Microsoft Corporation of Redmond, Washing- 
ton, USA) and interactive TV applications. Client device 
106 can also include other components pertaining to a 
television entertainment system which are not illustrated 
in this example for simplicity purposes. For instance, cli- 
ent device 106 can include a user interface application 
and user interface lights, buttons, controls, etc. to facil- 
itate viewer interaction with the device. 
[0047] Client device 1 06 also includes a decoder 320 
to decode a broadcast video signal, such as an NTSC, 
PAL, SECAM or other TV system video signal. Alterna- 
tively, a decoder for client device 1 06 can be implement- 
ed, in whole or in part, as a software application execut- 
ed by processor(s) 304. Client device 106 further in- 
cludes a wireless interface 322, a network interface 324, 
a serial and/or parallel interface 326, and a modem 328. 
Wireless interface 322 allows client device 1 06 to re- 
ceive input commands and other information from a us- 
er-operated input device, such as from a remote control 
device or from another IR, Bluetooth, or similar RF input 
device. 

[0048] Network interface 324 and serial and/or paral- 
lel interface 326 allows client device 106 to interact and 
communicate with other electronic and computing de- 
vices via various communication links. Although not 
shown, client device 106 may also include other types 
of data communication interfaces to communicate with 
other devices. Modem 328 facilitates client device 106 
in communications with other electronic and computing 
devices via a conventional telephone line. Components 
seen at reference numerals 316 and 322-328 facilitate 
applications where client device 106 has Internet ac- 
cess or communicates data on a network. 
[0049] Client device 1 06 also includes an audio output 
330 and a video output 332 that provide signals to a tel- 
evision or other device that processes and/or presents 
or otherwise renders the audio and video data. Although 
shown separately, some of the components of client de- 
vice 1 06 may be implemented in an application specific 
integrated circuit (ASIC). Additionally, a system bus (not 
shown) typically connects the various components with- 
in client device 106. A system bus can be implemented 
as one or more of any of several types of bus structures, 
including a memory bus or memory controller, a periph- 
eral bus, an accelerated graphics port, or a local bus 
using any of a variety of bus architectures. By way of 
example, such architectures can include an Industry 
Standard Architecture (ISA) bus, a Micro Channel Ar- 
chitecture (MCA) bus, an Enhanced ISA (EISA) bus, a 
Video Electronics Standards Association (VESA) local 
bus, and a Peripheral Component Interconnects (PCI) 
bus also known as a Mezzanine bus. 
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[0050] General reference is made herein to one or 
more client devices, such as client device 106. As used 
herein, "client device" means any electronic device hav- 
ing data communications, data storage capabilities, 
and/or functions to process signals, such as broadcast 
signals, received from any of a number of different 
sources. 

Conclusion 

[0051] Portions of the methods, program products, 
and systems described herein may be implemented in 
any combination of hardware, software, and/or 
firmware. For example, one or more application specific 
integrated circuits (ASICs) or programmable logic de- 
vices (PLDs) could be designed or programmed to im- 
plement one or more of these portions. 
[0052] Although the methods, program products, and 
data structures have been described in language spe- 
cific to structural features and/or methodological steps, 
it is to be understood that the invention defined in the 
appended claims is not necessarily limited to the spe- 
cific features or steps described. Rather, the specific 
features and steps are disclosed as preferred forms of 
implementing the claimed invention. 



Claims 

1. A method comprising transmitting two signals over 
a multiplexed channel for receipt by a plurality of 
client devices, one of the signals carrying content 
data, and the other signal carrying message data 
associated with an identifier, such that: 

the content data can be output by each said cli- 
ent device; 

the identifier identifies less than all of the client 
devices; and 

the message data can only be output by those 
client devices identified by the identifier. 

2. The method as defined in Claim 1 , further compris- 
ing: 

receiving the two signals in the multiplexed 
channel at the plurality of client devices; 
detecting in one of the signals at an identified 
said client device the presence of one said 
identifier that identifies the identified said client 
device; and 

outputting a diagnostic from the identified said 
client device representative of a receipt of the 
message data associated with the one said 
identifier. 

3. The method as defined in Claim 2, further compris- 
ing outputting from the identified said client device 



the message data associated with the one said 
identifier. 

4. The method as defined in Claim 1 , wherein the iden- 
5 tifier comprises means for identifying less that all of 

the client devices. 

5. The method as defined in Claim 1 , wherein the iden- 
tifier comprises means for identifying only one of the 

10 client devices. 

6. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on a 
computer, performs the method of Claim 1 . 

15 

7. A television broadcasting system for broadcasting 
digital video signals over a broadcast network that 
is in communication with the plurality of client de- 
vices comprising means for executing instructions 

20 that, when executed, performs the method of Claim 
1. 

8. A method comprising broadcasting, over a multi- 
plexed channel of a television broadcast network to 

25 a plurality of client devices each having a tuner for 
receiving the multiplexed channel, a plurality of sig- 
nals each carrying broadcast media or one of a plu- 
rality of encrypted message data, wherein: 

30 each said encrypted message data is associat- 

ed with an identifier; and 
each said identifier is unique to one of the client 
devices; 

said one of the client devices is capable of un- 
35 encryption the encrypted message data. 

9. The method as defined in Claim 8, further compris- 
ing: 

40 receiving the plurality of signals in the multi- 

plexed channel at the plurality of client devices; 
detecting in one of the signals at an identified 
said client device the presence of one said 
identifier that is unique to the identified said cli- 

45 ent device; and 

outputting a diagnostic from the identified said 
client device representative of a receipt of the 
encrypted message data associated with the 
one said identifier. 

50 

10. The method as defined in Claim 9, further compris- 
ing: 

unencrypting, at the identified said client de- 
55 vice, the encrypted message data associated 

with the one said identifier; and 
outputting, at the identified said client device, 
the unencrypted message data. 



15 



20 



25 



9 



17 



EP 1 359 710 A2 



18 



11. The method as defined in Claim 8, further compris- 
ing outputting from the identified said client device 
the message data associated with the one said 
identifier. 

12. The method as defined in Claim 8, wherein the iden- 
tifier comprises means for identifying only one of the 
client devices. 

1 3. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on a 
computer, performs the method of Claim 8. 

14. A television broadcasting system for broadcasting 
digital video signals over the television broadcast 
network to the plurality of client devices, the televi- 
sion broadcasting system comprising means for ex- 
ecuting instructions that, when executed, performs 
the method of Claim 8. 

15. A method comprising: 

receiving signals at a client device from a trans- 
mission on a multiplexed channel received by 
other said client devices; 
detecting at the client device, in one of the sig- 
nals, the presence of an identifier unique to cli- 
ent device and associated with message data; 
and 

outputting a diagnostic from the client device 
representative of a receipt of the message data 
associated with the identifier. 

1 6. The method as defined in Claim 1 5, further compris- 
ing outputting the message data associated with the 
identifier from the client device, wherein another of 
the signals carries broadcast media for output from 
both the client device and the other said client de- 
vices. 

1 7. The method as defined in Claim 1 5, further compris- 
ing, prior to the detecting at the client device, up- 
loading the identifier unique to the client device to 
a first network resource that is in communication 
through an interconnected network with a second 
network resource from which the client device re- 
ceives the signals from the transmission on the mul- 
tiplexed channel. 

18. The method as defined in Claim 15, wherein the 
identifier unique to the client device comprises 
means for identifying only the client device. 

1 9. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on the cli- 
ent device, performs the method of Claim 15. 

20. A method comprising: 



receiving digital video signals broadcast on a 
multiplexed channel with a tuner of a local client 
set-top box, wherein the multiplexed channel is 
also received by other said local client set-top 

5 boxes; 

detecting an identifier in one of the signals with 
the local client set-top box, wherein the identi- 
fier is associated with encrypted message data 
and is unique to the local client set-top box; and 

10 outputting a diagnostic from the local client set- 

top box representative of the detection of the 
identifier associated with the encrypted mes- 
sage data, wherein another said signal carries 
broadcast media for output from the local client 

15 set-top box and other said local client set-top 

boxes. 

21 . The method as defined in Claim 20, further compris- 
ing: 

20 

unencrypting the encrypted message data with 
the local client set-top box; and 
outputting the unencrypted message data from 
the local client set-top box. 

25 

22. The method as defined in Claim 20, further compris- 
ing, prior to the detecting an identifier in one of the 
signals with the local client set-top box, uploading 
to a first network resource the identifier that is as- 

30 sociated with encrypted message data and is 
unique to the local client set-top box, wherein the 
first network resource is in communication through 
an interconnected network with a second network 
resource from which the local client set-top box re- 

35 ceives the digital video signals broadcast on the 
multiplexed channel with the tuner of the local client 
set-top box. 

23. The method as defined in Claim 22, further compris- 
40 ing, prior to the uploading to a first network re- 
source, 

receiving, at a local client set-top box, a request 
to output the identifier that is unique to the local 
45 client set-top box; and 

outputting the identifier from the local client set- 
top box. 

24. The method as defined in Claim 20, wherein the 
so identifier that is unique to the local client set-top box 

comprises means for uniquely identifying only the 
local client set-top box. 

25. A computer-readable medium storing computer-ex- 
55 ecutable instructions that, when executed on the lo- 
cal client set-top box, performs the method of Claim 
20. 
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26. A method comprising: 

receiving broadcast digital video signals in a 
multiplexed channel of a broadcast network at 
a receiver; 

identifying, at the receiver, a token associated 
with message data in one said digital video sig- 
nal that uniquely identifies the receiver; and 
storing the message data in the receiver. 

27. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on the re- 
ceiver, performs the method of Claim 26. 

28. A method comprising: 

receiving, at a first network resource, a name 
of a client device; 

transmitting, from the first network resource to 
a second network resource, the name of the cli- 
ent device and a request for an identifier of the 
client device; 

receiving, from the second network resource at 
the first network resource, the identifier of the 
client device; 

transmitting, from the first network resource to 
a third network resource, message data and the 
identifier of the client device; 
receiving, at the third network resource, the 



30. The method as defined in Claim 28, further compris- 
ing, prior to the transmitting two signals over a mul- 
tiplexed channel: 

5 encrypting the message data with an encryp- 

tion algorithm that is compatible with an unen- 
cryption process resident in any said client de- 
vice identified by the identifier, wherein the en- 
crypting algorithm compatible is not compatible 

10 with any unencryption process resident in those 

said client devices that are not identified by the 
identifier. 

31. The method as defined in Claim 28, wherein: 

15 

the content data can be output from both the 
client device and the other said client devices; 
and 

the message data can only be output from 
20 those client devices identified by the identifier. 

32. The method as defined in Claim 28, wherein the 
identifier comprises means for identifying only the 
client device. 

25 

33. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on a 
computer, performs the method of Claim 28. 

34. A television broadcasting system for broadcasting 
digital video signals over a television broadcast net- 
work to the client device and the other said client 
devices, the television broadcasting system com- 
prising means for executing instructions that, when 
executed, performs the method of Claim 28. 

35. A method for associating an addressed message 
with broadcast media, comprising: 

providing a data packet in a first signal structure 
that may be electronically transferred over a 
communication link to a television broadcast 
network; 

associating with the data packet message data 
that includes means for identifying less that all 
network resources in communication with the 
television broadcast network through the com- 
munication link; 

providing broadcast media in a second signal 
structure that may be electronically transferred 
over the communication link to a television 
broadcast network; 

multiplexing the first and second signals into a 
multiplex channel; and 

receiving by a service provider the first and sec- 
ond signal structures through the multiplex 
channel over the communication link. 



message data and the identifier of the client de- 30 
vice; and 

transmitting, from the third network resource to 
the client device and to other said client devic- 
es, two signals over a multiplexed channel, 
wherein: 35 

one of the signals carrying content data, 
and the other signal carrying the message 
data associated with the unique identifier 
of the client device; and *o 
the identifier identifies the client device and 
less than all of the other said client devices. 



29. The method as defined in Claim 28, further compris- 
ing: 



45 



receiving, from the second network resource at 
the first network resource, a diagnostic repre- 
sentative of the absence of the identifier of the 
client device; and so 
transmitting, from the first network resource to 
a fourth network resource, a diagnostic repre- 
sentative of the absence of the identifier of the 
client device, wherein the fourth network re- 
source transmitted the name of the client de- 55 
vice that was received by the first network re- 
source. 
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36. The method as defined in Claim 35, wherein the 
message data further comprises text data and style 
data to be used to output the text data from one said 
network resource that is uniquely identified by the 
means for identifying less that all network resources 
in communication with the television broadcast net- 
work through the communication link. 

37. A computer program product, capable of being im- 
plemented in a network resource in communication 
with the television broadcast network through the 
communication link, for performing the method of 
Claim 35. 

38. A television broadcasting system for broadcasting 
digital video signals over a television broadcast net- 
work to a local client set-top box and other said local 
client set-top boxes, the television broadcasting 
system comprising: 

means for forming a data structure including: 

message data; and 

means, associated with the message data, 
for uniquely identifying the local client set- 
top box from among the other said local cli- 
ent set-top boxes; 



message of Claim 39. 

41. A local client set-top box comprising: 

5 means for receiving digital video signals broad- 

cast on a multiplexed channel of a broadcast 
work; 

means for outputting content media carried in 
one of the digital video signals to a television 

10 receiver; 

means for detecting an identifier in one of the 
digital video signals that is associated with en- 
crypted message data and is unique to the local 
client set-top box; and 

15 means for outputting a diagnostic representa- 

tive of the detection of the identifier. 

42. The local client set-top box as defined in Claim 41 , 
further comprising: 

20 

means for unencrypting the encrypted mes- 
sage data; and 

means for outputting the unencrypted message 
data. 

25 

43. The local client set-top box as defined in Claim 41 , 
further comprising: 



means for multiplexing into a multiplexed chan- 
nel: 30 

a digital video signal carrying the data 
structure; and 

a digital video signal carrying broadcast 
media; 35 



means for receiving a request to output the 
identifier; and 

means for outputting the identifier. 



means for transmitting the digital video signals 
over the multiplexed channel to the local client 
set-top box and the other said local client set- 
top boxes. 40 

39. An addressed broadcast message comprising: 

a data packet residing in a first signal structure 
that may be electronically transferred through *s 
a television broadcast network over a commu- 
nication link with another second signal struc- 
ture having broadcast media residing therein; 
and 

message data inserted into the data packet and 50 
including means for identifying less that all net- 
work resources in communication with the tel- 
evision broadcast network through the commu- 
nication link. 

55 

40. A computer-readable medium storing computer-ex- 
ecutable instructions that, when executed on a 
computer, assembles the addressed broadcast 
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